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Warning: This document is still a work-in-progress. Large parts of it may be
inaccurate, and it may mention programs, features and configuration options that
do not exist in Border. This warning will be removed when the manual is known
to be correct.

CONTENTS 1
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CHAPTER
ONE

INSTALLATION

1.1 Hardware requirements

Border is packaged for a set of supported operating system platforms (see Supported
platforms). Any machine (real or virtual) with one of these platforms can be used to
run Border.

For many installations, servers that have been pensioned off from active duty can
perform admirably as Border servers. For serving a small LAN, even low-performance
machines may be sufficient. If the server's operational duties are larger, then a suitably
performant machine can be selected.

We aren't able to recommend specifications in this document as it would be outdated
quickly. It is best to profile the usage patterns and prepare a hardware configuration
accordingly.

Error: TODO: Add a link to Border support for help with hardware configuration.

Error: TODO: Add a link to a tuning section.

1.2 Supported platforms

Border is written to run on POSIX operating systems. The following platforms are
supported by this release of Border:

* Red Hat Enterprise Linux 9 (x86_64)
Red Hat Enterprise Linux 9 (aarch64)
Red Hat Enterprise Linux 10 (x86_64)
Red Hat Enterprise Linux 10 (aarch64)
Fedora 42 (x86_64)
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e Fedora 42 (aarch64)

e Fedora 43 (x86_64)

e Fedora 43 (aarch64)

¢ Debian 12 "bookworm" (amd64)

¢ Debian 12 "bookworm" (arm64)

¢ Debian 13 "trixie" (amd64)

¢ Debian 13 "trixie" (arm64)

® Debian 13 "trixie" (riscv64)

e Ubuntu 22.04 LTS "jammy" (amd64)
¢ Ubuntu 22.04 LTS "jammy" (arm64)
e Ubuntu 24.04 LTS "noble" (amd64)
e Ubuntu 24.04 LTS "noble" (arm64)
e Ubuntu 24.04 LTS "noble" (riscv64)

Packages for current versions of FreeBSD will be added in the future.

1.3 RPM platforms

Note: Users of AlmaLinux, Rocky Linux, and Oracle Linux distributions may use the
packages for the corresponding Red Hat Enterprise Linux version.

Installation instructions for each supported platform will be available soon. For now,
if you know how to install RPMs using dn€£, please adapt the following instructions
for your platform.

To install Border on Red Hat Enterprise Linux 10 (x86_64), you may run the following
commands as the root user.

First, install the akira-release RPM package that will add the akira-epel and
akira-epel-testing DNF repositories to your system, as well as associated GPG
keys used to verify signed RPM packages from these repositories:</p>

# dnf install https://download.banu.com/packages/akira/1.99/epel/
—testing/10/x86_64/akira-release-1.99.10.20260302081434.1cfdbe70ac—
—~1.ell0.noarch.rpm

Then, enable the akira-epel-testing DNF repository:

# dnf config-manager setopt akira-epel-testing.enabled=1

4 Chapter 1. Installation
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Then, install the border RPM package that will install the Border software and docu-
mentation:

# dnf install border

Then, if you wish to run Border, configure border suitably by editing /etc/border/
border.conf, and then run it:

# systemctl enable —--now border

Note: For information about Border's version numbering, see Border version numbering
scheme. For information about Border's branches and EOL dates, see Border branches.

1.4 Debian and Ubuntu platforms

Debian and Ubuntu packages are currently not published in apt repositories. If you
would like to use them, please contact us.

1.5 Upgrading

Please read the release notes before upgrading to a newer version of Border (see the
chapter titled Release notes).

1.4. Debian and Ubuntu platforms 5
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CHAPTER
TWO

PROGRAMS

The following sections document programs that are part of the Border software distri-
bution.

2.1 border --- Network management application

2.1.1 Synopsis

border [-c <config-file>] [-f] [-g] [-t <directory>] [-u <username>]

border [-h | -V]

2.1.2 Description
border is a network management application with a web-based user interface. It also
implements a REST API interface that can be used by non-interactive clients.

To access border's web-based user interface, users require a JavaScript-capable web
browser that supports modern web standards.

2.1.3 Options

—c <config-file>
Use <config-file> as the border configuration file. The defaultis /etc/border/
border.conft.

-f
Don't daemonize the border process. Run it in the foreground.

-9
Don't daemonize the border process. Run it in the foreground. Force all logging
to standard-error.

-h

Print program usage information and exit.
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-t <directory>

chroot (2) to <directory> after processing the command line arguments, but
before reading the configuration file.

Note: This option should be used in conjunction with the —u option, as chroot-
ing a process running as root doesn't enhance security on most systems; the way
chroot (2) is defined allows a process with root privileges to escape a chroot
jail.

—u <username>

setuid(2) to user <username> after completing privileged operations, such as
creating sockets that listen on privileged ports.

On Linux, border uses the kernel's capability mechanism to drop
all root privileges except the ability to bind(2) to a privileged
port (CAP_NET_BIND_SERVICE) and set process resource limits
(CAP_SYS_RESOURCE).

Print program version and exit.

2.1.4 Files

/etc/border/border.conf

The default configuration file. A complete description of border's con-
figuration file is provided in border.conf (5) and in the Border User
Manual.

/var/run/border/border.pid

The default process ID file.

2.1.5 See also

border.conf (8)

2.1.6 Copyright

Copyright (C) 2025 Banu Systems Private Limited. All rights reserved.

Copyright (c) 2000-2001, 2003-2009, 2011, 2013-2018 Internet Systems Consortium, Inc.
("ISC").

Chapter 2. Programs
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2.2 border-crypt --- Crypted password generator

2.2.1 Synopsis

border-crypt

2.2.2 Description

border-crypt is an interactive command-line program that reads a clear-text pass-
word from the user and prints a salted hashed passphrase for use in the user
statement in border.conf (5). The hashed passphrase is generated using the
crypt_ra (3) function with its default setting.

Note: border-crypt needs to be run interactively in a console.

2.2.3 Options

border-crypt does not use any command-line arguments.

2.2.4 See also

border.conf (5), crypt_ra(3)

2.2.5 Copyright

Copyright (C) 2025 Banu Systems Private Limited. All rights reserved.

2.2. border-crypt --- Crypted password generator 9
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CHAPTER
THREE

CONFIGURATION AND DATA

The following sections document configuration files and data files of some programs
that are part of the Border software distribution.

3.1 border.conf --- border program’s configuration

3.1.1 Description

border.conf is the configuration file for border (8) --- a network management ap-
plication.

3.1.2 Configuration grammar

The configuration file consists of configuration statements and comments. Statements
end with a semicolon. Statements and comments are the only elements that can appear
without enclosing braces. Many statements contain a block of sub-statements, which
are also terminated with a semicolon. Clauses in the statements are also semi-colon
terminated. See the Comments syntax section for a description of comments, and the
Border User Manual for some examples.

border. conf supports the following statements:

border Specifies global configuration options.

Note: The border statement may occur only once in the configuration file.

11
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3.1.2.1 border statement

border {
enabled <boolean>;
Jjwt-secret <string>;
Jwt—expiry <ttlval>;

listen-on [ port <port:integer> ] { ( <ipv4_address> |
—~<ipv6_address> ) [ port <integer> ]; ... };
pid-file ( <gquoted_string> | none );

user <username:quoted_string> <hashed-passphrase:quoted_
—string>; // may occur multiple times
}i

The border statement sets up global options to be used by Border. If there is no
border statement, a border statement with each option set to its default value will

be used.

Note: The border statement may occur only once in the configuration file.

enabled <boolean>

Warning: This option is obsolete and will be removed in a future release of
Border. Please do not use this option.

jwt—-secret <string>
This option specifies a Base64-encoded 64-octet key to be used as the JWT se-
cret. If this option is not specified, a random key is generated in memory by
border (8) and used automatically. But the random key is not persistent, and
JWT tokens created using such a random key will not be usable after a restart
of the border (8) program. For example, after a restart of the border (8) pro-
gram, this would lead to authentication failures and clients would have to re-

authenticate.

jwt—expiry <ttlval>
This option specifies the time in seconds that a JWT token generated by
border (8) is valid for. The default value is 1d (1 day).

listen-on [ port <port:integer> ] { ( <ipv4_address> | <ipvb6_address>

This option configures the socket addresses on which border (8) listens on.
<port> can be specified for all sockets or per-socket as shown in the syntax. The
default value is address 127.0.0.1 and port 5009.

pid-file ( <quoted_string> | none );
The pathname of the file the border process writes its process ID (PID) to. The
default is /var/run/border/border.pid. The PID file can be used by pro-
grams that want to send signals to the border process. Specifying none disables

12 Chapter 3. Configuration and data
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the use of a PID file; no file will be written and any existing file will be removed.

Note: none is a keyword, not a filename, and therefore must not be enclosed in
double quotes.

user <username> <hashed-passphrase>
This option specifies the username and password for a user, using which a
user may login into the web interface of border (8). The <username> should
be formatted as an email address. <password> should be generated using the
border-crypt (1) program.

3.1.3 Comments syntax

The comment syntax allows for comments to appear anywhere that whitespace may
appear in a config file. To appeal to all programmers, they can be written in the C,
C++, or shell /Perl style:

¢ C-style comments start with the two characters /» (slash, star) and end with «/
(star, slash). Because they are completely delimited within these characters, they
can be used to comment only a portion of a line or to span multiple lines. For
example:

/ %
* This 1s a multi-line
* comment.

*/

C-style comments cannot be nested. For example, the following syntax is not
valid because the entire comment ends with the first « /:

/+* This is the start of a comment.
This is still part of the comment.

/+* This is an incorrect attempt at nesting a comment. =/
This is no longer in any comment. =/

¢ C++-style comments start with the two characters // (slash, slash) and continue
to the end of the physical line. They cannot be continued across multiple physical
lines; to have one logical comment span multiple lines, each line must use the //
pair. For example:

// This 1is a comment. It continues to end of line.
// This next line is a new comment, even though it is

// logically part of the previous comment.

¢ Shell-style or Perl-style comments start with the character # (number/hash sign)
and continue to the end of the physical line. They cannot be continued across
multiple physical lines; to have one logical comment span multiple lines, each
line must use the # character. For example:

3.1. border.conf --- border program's configuration 13
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# This is a comment. It continues to end of line.
# This next line is a new comment, even though it is
# logically part of the previous comment.

n,n

Note: You cannot use the ";" (semi-colon) character to start a comment such as you
would in a zone file. The semicolon indicates the end of a configuration statement.

3.1.4 Files

/etc/border/border.conf

The configuration file for the border (8) program.

3.1.5 See also

border (8), border-crypt (1)

3.1.6 Copyright

Copyright (C) 2025 Banu Systems Private Limited. All rights reserved.
Copyright (c) 2004-2018 Internet Systems Consortium, Inc. ("ISC").

14 Chapter 3. Configuration and data



CHAPTER
FOUR

This

RELEASE

documentation corresponds to Border

1.99.10.20260302081434.1cfd6e70ac.

4.1

Border 1.99.10

There are no release notes.

4.2 Border 1.99.9

The following are release notes for Border 1.99.9:

RT1813: Upgrade NPM dependency packages
RT1812: Add Debian and Ubuntu to supported platforms

RT1801:  Fix warning about possible thread name buffer
(pthread_setname_np())

RT1799: Upgrade NPM dependency packages

RT1791: Upgrade NPM dependency packages

RT1755: Add Debian packaging

RT1747: Upgrade NPM dependency packages

RT1746: Fix user creation in RPM spec file for new RPM versions
RT1743: Disable parallel make in docs directories when using Sphinx
RT1740: Update list of supported platforms

NOTES

version

overflow

15
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4.3 Border 1.99.8

The following are release notes for Border 1.99.8:

RT1674: Reset button in forms clear any previous alerts now.
RT1679: NPM dependency packages have been upgraded.

RT1671: libevent and libzip deps are limited to just the border RPM package
now.

RT1681: Installation instructions are now included in the Border User Manual;
they were previously missing from the dist.

RT1682: Form resets are handled more consistently now similar to submit.
RT1683: Some JavaScript was moved out of the JSX HTML.

RT1692: NPM dependency packages have been upgraded.

RT1706: NPM dependency packages have been upgraded.

4.4 Border 1.99.7

This is the first release of Border. Border has been a part of a source code tree with
other dependency components such as Loop and Lease for some time now. It was not
packaged for release previously.

The following are release notes for Border 1.99.7:

RT1428: Border is now packaged.

RT1642: A header was added to Border web licenses.

RT1664: Border now supports the 1isten-on statement in border. conf (5).
RT1665: The border process now runs as a daemon.

RT1667: The border process now drops privileges when run as root user using
capabilities under Linux. It also supports being run in a chroot directory.

RT1666: The border process now creates PID files in its runstate directory.

RT1668: The border process is now run as the border user when started from
the systemd border.service.

RT1673: Copyright year was updated in various web source files.

To install Border, please see the chapter titled Installation.

16
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4.5 Border version numbering scheme

Border version numbers have the grammar <MAJOR>.<MINOR>.<PATCH>.<COMMIT-
TIMESTAMP>.<COMMIT-HASH>. The MAJOR and MINOR version numbers
together represent a source code branch of Border (see Border branches).

* The MAJOR version number is incremented when configuration options, AP,
and behavior of features change compared to the existing version. Switching to
a new MAJOR version may require modifying existing config files to make them
compatible with the new version.

* The MINOR version number is incremented when new configuration options,
API, and features are introduced that are compatible with existing configuration
options. Switching to a new MINOR version will not require modifying existing
config files to make them compatible with the new version.

e The PATCH version number is incremented when only bugs have been fixed in
a new version. Switching to a new PATCH version will not require modifying
existing config files to make them compatible with the new version.

¢ The COMMIT-TIMESTAMP field is auto-generated and contains the UTC times-
tamp of the source code commit from which the Border release was made. The
timestamp value is formatted as YYYYMMDDHHMMSS, as the output of:

date +3YSm%dSHIMSS

¢ The COMMIT-HASH field is auto-generated and contains the abbreviated com-
mit hash of the source code commit from which the Border release was made.
The hash value is formatted as the output of:

git log —nl —--reverse —-pretty=%h

For example,

¢ If you're upgrading from version 1.2.1 to version 1.4.0, Border's config files
should not require any changes. You may also check for new features that have
become available in the 1.4 branch.

¢ If you're upgrading from version 1.2.1 to version 2.0.0, it is possible that some of
the contents of your existing config files may need changes. You may also check
for new features that have become available in the 2.0 branch.

e If you're upgrading from version 1.2.1 to version 1.2.4, Border's config files
should not require any changes. The newer version only contains bugfixes.

Note: During a major version's release series, features and/or programs scheduled
for removal in the next major release may be marked as deprecated. They will however
still be supported until the end-of-life of that major release.

4.5. Border version numbering scheme 17
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4.5.1 Stable and development versions

Even-numbered minor versions indicate stable branch releases, whereas odd-
numbered minor versions indicate development banch releases. For example,

e 1.2.0is a stable branch release,

1.3.0 is a development branch release,

1.99.0 is a development branch release,

2.0.3 is a stable branch release, and

2.1.1is a development branch release.

Warning: Development branch releases should not be used in production as their
features and interfaces may change. Development branch releases may not work
properly, may have unexpected behaviors, may crash, etc.

4.6 Border branches

The following is information on current Border branches.

Branch | Type First release date | End-of-life date
1.99 Development | To be announced | To be announced
2.0 Stable To be announced | To be announced

Development branches have no planned end-of-life. Typically, development on such
branches is stopped when a new MINOR+1 or MAJOR+1 stable branch is created off
it.

18 Chapter 4. Release notes



CHAPTER
FIVE

LICENSE

Copyright (C) 2024-2025 Banu Systems Private Limited. All rights reserved.

This product is not open source software. Permission is not granted to redistribute this
product.

A proprietary software license is used as an overall license for distributing binaries,
documentation, and other works of this product.

THE SOFTWARE IS PROVIDED "AS IS" AND BANU DISCLAIMS ALL WAR-
RANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WAR-
RANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL BANU
BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAM-
AGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions of this product are covered by one or more of the following original copyright
and license notices. This product cannot re-license the original unmodified effects and
such portions of the product are covered by their original licenses listed below.

Copyright (c) 2004-2018 by Internet Systems Consortium, Inc. ("ISC") Copyright (c)
1995-2003 by Internet Software Consortium

Permission to use, copy, modify, and/or distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND ISC DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL ISC BE LIABLE
FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

19
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Copyright (C) 1996-2001 Nominum, Inc. Copyright (C) 2000, 2001, 2004-2015
Nominum, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND NOMINUM DISCLAIMS ALL WAR-
RANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
NOMINUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSE-
QUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CON-
NECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (C) 1995-2000 by Network Associates, Inc.

Permission to use, copy, modify, and/or distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND ISC AND NETWORK ASSOCIATES
DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUD-
ING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CON-
SEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CON-
NECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (C) 2002 Stichting NLnet, Netherlands, stichting@nlnet.nl.

Permission to use, copy, modify, and distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND STICHTING NLNET DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
STICHTING NLNET BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CON-
SEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CON-
NECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 1987, 1990, 1993, 1994 The Regents of the University of California. All
rights reserved.

20 Chapter 5. License
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Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS " " AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) The Internet Society 2005. This version of this module is part of RFC
4178; see the RFC itself for full legal notices.

(The above copyright notice is per RFC 3978 5.6 (a), q.v.)

Copyright (c) 2004 Masarykova universita (Masaryk University, Brno, Czech Republic)
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIB-
UTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,

21
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BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DI-
RECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTI-
TUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLI-
GENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1997 - 2003 Kungliga Tekniska Hogskolan (Royal Institute of Technology,
Stockholm, Sweden). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. Neither the name of the Institute nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE INSTITUTE AND CONTRIBUTORS " " AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
INSTITUTE OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, IN-
CIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1998 Doug Rabson All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " " AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright ((c)) 2002, Rice University All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

* Neither the name of Rice University (RICE) nor the names of its contributors
may be used to endorse or promote products derived from this software without
specific prior written permission.

This software is provided by RICE and the contributors on an "as is" basis, without any
representations or warranties of any kind, express or implied including, but not lim-
ited to, representations or warranties of non-infringement, merchantability or fitness
for a particular purpose. In no event shall RICE or contributors be liable for any direct,
indirect, incidental, special, exemplary, or consequential damages (including, but not
limited to, procurement of substitute goods or services; loss of use, data, or profits;
or business interruption) however caused and on any theory of liability, whether in
contract, strict liability, or tort (including negligence or otherwise) arising in any way
out of the use of this software, even if advised of the possibility of such damage.

Copyright (c) 1993 by Digital Equipment Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or
without fee is hereby granted, provided that the above copyright notice and this per-
mission notice appear in all copies, and that the name of Digital Equipment Corpora-
tion not be used in advertising or publicity pertaining to distribution of the document
or software without specific, written prior permission.
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THE SOFTWARE IS PROVIDED "AS IS" AND DIGITAL EQUIPMENT CORP. DIS-
CLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING
ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL DIGITAL EQUIPMENT CORPORATION BE LIABLE FOR ANY SPE-
CIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION,
ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
THIS SOFTWARE.

Copyright 2000 Aaron D. Gifford. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of contributors may be
used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR(S) AND CONTRIBUTOR(S)
“TASIS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FIT-
NESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE AUTHOR(S) OR CONTRIBUTOR(S) BE LIABLE FOR ANY DIRECT, INDI-
RECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHER-
WISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1998 Doug Rabson. Copyright (c) 2001 Jake Burkholder. All rights re-
served.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.
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THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS " AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS " " AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIM-
ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-
DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1999-2000 by Nortel Networks Corporation

Permission to use, copy, modify, and distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND NORTEL NETWORKS DISCLAIMS
ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IM-
PLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT
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SHALL NORTEL NETWORKS BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT,
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULT-
ING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2000-2002 Japan Network Information Center. All rights reserved.
By using this file, you agree to the terms and conditions set forth bellow.
LICENSE TERMS AND CONDITIONS

The following License Terms and Conditions apply, unless a different license is ob-
tained from Japan Network Information Center ("JPNIC"), a Japanese association,
Kokusai-Kougyou-Kanda Bldg 6F, 2-3-4 Uchi-Kanda, Chiyoda-ku, Tokyo 101-0047,

Japan.

1. Use, Modification and Redistribution (including distribution of any modified or
derived work) in source and/or binary forms is permitted under this License
Terms and Conditions.

2. Redistribution of source code must retain the copyright notices as they appear in
each source code file, this License Terms and Conditions.

3. Redistribution in binary form must reproduce the Copyright Notice, this License
Terms and Conditions, in the documentation and/or other materials provided
with the distribution. For the purposes of binary distribution the "Copyright No-
tice" refers to the following language: "Copyright (c) 2000-2002 Japan Network
Information Center. All rights reserved."

4. The name of JPNIC may not be used to endorse or promote products derived
from this Software without specific prior written approval of JPNIC.

5. Disclaimer/Limitation of Liability: THIS SOFTWARE IS PROVIDED BY JPNIC
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL JPNIC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDEN-
TAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTER-
RUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGES.

Copyright (C) 2004 Nominet, Ltd.

Permission to use, copy, modify, and distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.
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THE SOFTWARE IS PROVIDED "AS IS" AND NOMINET DISCLAIMS ALL WAR-
RANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WAR-
RANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL ISC BE
LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAM-
AGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE
OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions Copyright RSA Security Inc.

License to copy and use this software is granted provided that it is identified as "RSA
Security Inc. PKCS #11 Cryptographic Token Interface (Cryptoki)" in all material men-
tioning or referencing this software.

License is also granted to make and use derivative works provided that such works
are identified as "derived from the RSA Security Inc. PKCS #11 Cryptographic Token
Interface (Cryptoki)" in all material mentioning or referencing the derived work.

RSA Security Inc. makes no representations concerning either the merchantability
of this software or the suitability of this software for any particular purpose. It is
provided "as is" without express or implied warranty of any kind.

Copyright (c) 1996, David Mazieres <dm@uun.org> Copyright (c) 2008, Damien Miller
<djm@openbsd.org> Copyright (c) 2013, Markus Friedl <markus@openbsd.org>
Copyright (c) 2014, Theo de Raadt <deraadt@openbsd.org>

Permission to use, copy, modify, and distribute this software for any purpose with
or without fee is hereby granted, provided that the above copyright notice and this
permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
THE AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSE-
QUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CON-
NECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2000-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must dis-
play the following acknowledgment: "This product includes software developed
by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.OpenSSL.
Org/)”

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to en-
dorse or promote products derived from this software without prior written per-
mission. For written permission, please contact licensing@OpenSSL.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledg-
ment: "This product includes software developed by the OpenSSL Project for use
in the OpenSSL Toolkit (http:/ /www.OpenSSL.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, IN-
CIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUD-
ING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARIS-
ING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1995, 1997, 1998 The NetBSD Foundation, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CON-
TRIBUTORS " " AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUD-
ING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE FOUNDATION OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTI-
TUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
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WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLI-
GENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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CHAPTER
SIX

DATA AND PRIVACY

Border implements-—-as part of its software features---support for logging various
types of activity for the administrator to use.

* Logging may be performed on behalf of the administrator on the machine where
the Border software is installed.

* Log mesages may contain personal data about a user such as, but not limited to,
IP addresses, MAC addresses, hostnames, DNS names, TSIG key names, times-
tamps, etc.

We note that:

* Border does not share user data or logs with Banu Systems Private Limited, un-
less the administrator explicitly configures it to do so.

* Border does not share user data or logs with other companies, organizations, or
persons, unless the administrator explicitly configures it to do so.
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